SSO Enable Your PHP Pages

Learn how easy it is to use OAS10g Single Sign-On to protect your PHP pages.

by Jason Bennett (djboracle@aol.com)

Toolbox: This article outlines two simple methods for SSO enabling PHP pages using OAS10g or 9iAS R2.  The reader should have basic knowledge of PHP and basic knowledge of OAS10g/9iAS R2 mod_osso and/or Java Servlets.

If you have configured PHP to run under OAS10g or 9iAS R2, then you will want to pay particular attention to this article.  This article focuses on two simple methods for SSO (Single Sign-On) enabling PHP pages. Both methods take advantage of a feature of OAS10g called Mod_osso.  Mod_osso must be configured with OHS (Oracle HTTP Server) on the same application server in which PHP is installed in order to take advantage of the methods described in this article. Mod_osso is a feature of OAS10g Enterprise addition and 9iAS Release 2 Enterprise addition.  Mod_osso is not included as a component of OAS10g Java Edition or 9iAS Release 2 Java Edition.  We will take a quick look at how Mod_osso works later in the article.  For more information on configuring mod_osso, please refer to the Single Sign-On Application Developers Guide (http://download-east.oracle.com/docs/cd/A97329_03/manage.902/a96114/toc.htm).

PHP and OAS10g

PHP is powerful and flexible Open Source scripting language.  PHP is mainly a server side scripting language used to generate dynamic content in web pages.  PHP is similar to Perl, but much less complicated.  Out of the box, PHP provides a rich set of features and services including LDAP, IMAP, SNMP, NNTP, POP3, HTTP, XML, XSL, and database access modules for most database products including Oracle. PHP can be run as a CGI under Apache or configured as an Apache Web Server module.   Integrating PHP with OAS10g or 9iAS Release 2 is very easy since Oracle HTTP Server (OHS) is an Apache Web Server.  Since mod_osso is also integrated with OAS10g as an Apache module, it is a simple matter to take advantage of its features to protect PHP pages.

A Fast Look at Mod_osso

Mod_osso is an Apache module that acts as the single point of contact with Single Sign-On server.  In the past, SSO enabling an application required that the application be registered with the SSO server as a partner application.  Mod_osso is registered as a partner application (meaning that it delegates authentication to the Single Sign-On server) and acts as an authentication proxy for other applications.  The mechanics of Mod_osso are very straightforward.  When a user request comes to the web server from a user, Mod_osso looks for its own encrypted session cookie.  If the mod_osso cookie is found, then the user has been authenticated and the request is served.  If the mod_osso cookie is not found, then the user is redirected to the Single Sign-On server and asked to authenticate.  If the login is successful, then a mod_osso cookie is set in the users browser.  Once the mod_osso cookie is set, the user can access any other SSO application without having to re-authenticate.  Keep in mind, however, that authentication is only good for a single browser session.

Method 1: The PHP Proxy Page Method

Mod_osso protects web pages through registered URL patterns.  Mod_osso examines all requests that pass through the OHS (Oracle HTTP Server). If a request or URL contains a protected pattern, and the requestor has not already authenticated to the Single Sign-On server, then the requestor is redirected to the SSO login screen.  The ‘Protected Page’ method of SSO enabling a PHP page takes advantage a registered URL pattern that is mapped to a specific PHP page.  The URL is registered with mod_osso by recording the pattern in the mod_osso.conf file as illustrated in the example below:

    <Location /php_apps/ssoreroute.php>

        require valid-user

        authType Basic

    </Location>

The protected PHP page acts as a proxy for all other PHP pages that we want to protect.  Figure 1 illustrates the method:





Figure 1.

In figure 1, a PHP file (SSOUtils.php) acts as a library and contains a user defined PHP function called checkAuthenticated() and is included in the PHP page (MyPage.php) we are trying to SSO enable. The function is executed at the top of the page we are SSO enabling and checks to see if the requestor has already authenticated to the Single Sign-On server.  If the requestor has not authenticated, the requestor is automatically redirected to the php proxy page whose URL pattern is registered with mod_osso. The php proxy page (ssoreroute.php) takes the URL of the calling page as a parameter.  The requestor is redirected to the login screen by mod_osso.  After successful authentication, the requestor is redirected back to the PHP proxy page that in turn redirects the requestor back to the calling page.

The PHP script for the function, checkAuthenticated(), is very straight forward as illustrated below:

   function checkAuthenticated(){

      $SSO_REROUTE = "/php_apps/ssoreroute.php?p_redirect_url=";

      $SSO_USER    = getenv("REMOTE_USER");

      if (empty($SSO_USER)){

         header("Location: ".$SSO_REROUTE.$_SERVER['PHP_SELF']);

      }

   }

The script for the PHP proxy page is equally straight forward as illustrated below:

<?php

//Redirect back to requested page.

header("Location:".$_REQUEST['p_redirect_url']);

?>

Login is only half of the functionality of the Single Sign-On server.  We also have the ability to logout, commonly known as Single Sign-Off.  Logging out of a SSO enabled page is simply a matter of redirecting to the following URL, /osso_logout?p_done_url=<return url>.   The logout URL is a feature the Single Sign-On server.  The following function, ssoLogoutLink(<return url>), creates a custom logut link:

   function ssoLogoutLink($RETURN_URL=""){

      $DONE_URL = "";

      if (empty($RETURN_URL)){

         $DONE_URL=$_SERVER['PHP_SELF'];

      }else{

         $DONE_URL=$RETURN_URL;

      }

      $SSO_LOGOUT_URL = "/osso_logout?p_done_url=".$DONE_URL;

      $LOGOUT_LINK    = "<a href=\"".$SSO_LOGOUT_URL."\">Click here to Logout</a>";

      return $LOGOUT_LINK;

   }

The proxy page method is a very simple way to protect PHP pages leveraging basic mod_osso functionality.  However, it does lock the requestor into the default logout and return URLs associated with mod_osso.  This method does not provide much granular control.  The method discussed in the next section ‘LoginProxy/LogoutProxy Servlet Method’ illustrates how to obtain more granular control through the use of servlets and dynamic directives.

Method #2: SSO LoginProxy and LogoutProxy Servlet Method

Mod_osso provides a second feature for SSO enabling applications, dynamic directives.  Dynamic directives consist of HTTP response headers coupled with a set special error codes.  The special error codes let developers control the actions of the Single Sign-On Server.  Using dynamic directives, developers can write reusable components for initiating user authentication and user logout.  Applications that use dynamic directives for initiating authentication and logout are not required to register a URL pattern with mod_osso. Dynamic directives are currently only supported for Java Servlets and JSP.  SSO enabling a PHP page that takes advantage of dynamic directives can be achieved through the use of proxy a servlet that issues dynamic directives to mod_osso on behalf of the requesting PHP page.  The method described in this article uses two servlets, one for login and one for logout.  Figure 2 illustrates this method.




Figure 2.
In figure 2, a PHP file (SSOUtils.php) acts as a library and contains a user defined PHP function called checkAuthenticatedProxy() and is included in the PHP page (MyPage.php) we are trying to SSO enable. The function is executed at the top of the page we are SSO enabling and checks to see if the requestor has already authenticated to the Single Sign-On server.  If the requestor has not authenticated, the requestor is automatically redirected to the login proxy servlet along with a parameter specifying the return URL to the calling page. The login proxy servlet issues the required dynamic directive to initiate a SSO login request to the Single Sign-On server.  The requestor is redirected to the login screen by mod_osso.  After successful authentication, the requestor is redirected back to the return URL received by the login proxy servlet from the calling page.

The process for logging out is very similar.  A  PHP function, ssoLogoutLinkProxy(<return url>), is executed to create a hyperlink to the logout proxy servlet.  The logout proxy servlet issues the required dynamic directive to initiate a SSO logout request to the Single Sign-On server.  The requestor is logged out and redirected to the SSO logut screen.  After clicking the ‘Return’ button in the logout screen, the requestor is redirected back to the return URL received by the logout proxy servlet from the calling page. 

The PHP script for the function, checkAuthenticatedProxy(), is basically the same as for the function, checkAuthenticate(), described in the previous method. The primary difference in the functions is the redirection URL. The PHP script for checkAuthenticatedProxy() is:

   function checkAuthenticatedProxy(){

      $SSO_REROUTE = "/ssoproxy/loginProxy?p_redirect_url=";

      $SSO_USER    = getenv("REMOTE_USER");

      if (empty($SSO_USER)){

         header("Location: ".$SSO_REROUTE.$_SERVER['PHP_SELF']);

      }

   }

Again, the PHP script for the function, ssoLogoutLinkProxy(<return url>) is basically the same as for the function, ssoLogutLink(<return url>), described in the previous method. The primary difference in the functions is the redirection URL. The PHP script for ssoLogoutLinkProxy(<return url>) is:

   function ssoLogoutLinkProxy($RETURN_URL=""){

      $DONE_URL = "";

      if (empty($RETURN_URL)){

         $DONE_URL=$_SERVER['PHP_SELF'];

      }else{

         $DONE_URL=$RETURN_URL;

      }

      $SSO_LOGOUT_URL = "/ssoproxy/logoutProxy?p_done_url=".$DONE_URL;

      $LOGOUT_LINK    = "<a href=\"".$SSO_LOGOUT_URL."\">Click here to Logout</a>";

      return $LOGOUT_LINK;

   }

The following Java classes illustrate the code required to create each of the proxy servlets used in the method described above. Both servlets contain a reference to a Java class called SSOUtilities.  SSOUtilities is a class that contains ‘canned’ methods for issuing dynamic directives and other SSO related functions. Both servlets are mapped to specific URL patterns as defined in the web.xml file associated with application.

Login Proxy Servlet
package ssoproxy;

import javax.servlet.*;

import javax.servlet.http.*;

import java.io.PrintWriter;

import java.io.IOException;

public class LoginProxy extends HttpServlet 

{

  private static final String CONTENT_TYPE = "text/html; charset=windows-1252";

  public void init(ServletConfig config) throws ServletException

  {

    super.init(config);

  }

  public void service(HttpServletRequest request, HttpServletResponse response) throws ServletException, IOException

  {

      String v_redirect_url = request.getParameter("p_redirect_url");

      try{

        if (!SSOUtilities.userLoggedIn(request)){

           SSOUtilities.initSSOLogin(response,v_redirect_url,false);

        }else

        {

          response.sendRedirect(v_redirect_url);

        }

      }catch(Exception e)

      {

        System.err.println(e.getMessage());

      }

  }

}

Logout Proxy Servlet
package ssoproxy;

import javax.servlet.*;

import javax.servlet.http.*;

import java.io.PrintWriter;

import java.io.IOException;

public class LogoutProxy extends HttpServlet 

{

  private static final String CONTENT_TYPE = "text/html; charset=windows-1252";

  public void init(ServletConfig config) throws ServletException

  {

    super.init(config);

  }

  public void service(HttpServletRequest request, HttpServletResponse response) throws ServletException, IOException

  {

      String v_return_url = request.getParameter("p_done_url");

      try{

        SSOUtilities.initSSOLogout(response,request,v_return_url);

      }catch(Exception e)

      {

        System.err.println(e.getMessage());

      }

  }

}

SSOUtilities Class

package ssoproxy;

import javax.servlet.http.HttpServletRequest;

import javax.servlet.http.HttpServletResponse;  

import javax.servlet.ServletResponse;

public class SSOUtilities 

{

  /*

   * The value returned by this function will be upper case

   */

  public static String getSSOUser(HttpServletRequest request)

  {

     return request.getRemoteUser();

  }

  /*

   * Set Session level SSO attributes containing user and subscriber information for

   * added security.

   */

  private static void setSessionLevelSSOData(HttpServletRequest request)

  {

    String username   = (String) request.getSession().getAttribute("APP_SSO_USER");

    String subscriber = (String) request.getSession().getAttribute("APP_SSO_SUBSCRIBER");

    //Sets values only if the current session values are null.

    if ((username == null)&&(subscriber==null)){

      request.getSession().setAttribute("APP_SSO_USER",request.getRemoteUser());

      request.getSession().setAttribute("APP_SSO_SUBSCRIBER",request.getHeader("OSSO-SUBSCRIBER"));

    }

  }

  /*

   * This function parses the the user DN and returns the value

   * of the username portion of cn=<username>

   */

  public static String getSSOUserCaseSensitive(HttpServletRequest request)

  {

     String user_dn = request.getHeader("Osso-User-Dn");

     //user DN = cn=<username>, .....

     return user_dn.substring(user_dn.indexOf("cn=")+3,user_dn.indexOf(","));

  }

  public static boolean isProtectedPattern(HttpServletRequest request,String pattern)

  {

     boolean v_protected = false;

     if ((request.getRequestURL().toString()).indexOf(pattern) > 0)

     {

       v_protected = true;

     }

     return v_protected;

  }

  public static boolean userLoggedIn(HttpServletRequest request)

  {

     boolean vReturn = true;

     String  ssoUser        = request.getRemoteUser();

     String  ssoSubscriber  = request.getHeader("OSSO-SUBSCRIBER");

     String  appUser        = (String) request.getSession().getAttribute("APP_SSO_USER");

     String  appSubscriber  = (String) request.getSession().getAttribute("APP_SSO_SUBSCRIBER");

     if (ssoUser ==null && ssoSubscriber ==null)

     {

       vReturn = false;

     //Set session level data

     }else{ 

         setSessionLevelSSOData(request);

     }

    //Second check to make sure session level data and mod_osso cookie data are same.

     if (appUser != null && appSubscriber != null){

       if (!ssoUser.equalsIgnoreCase(appUser) || 

           !ssoSubscriber.equalsIgnoreCase(appSubscriber))

       {

         //Session level SSO values do not match values obtained from mod_osso cookie

         request.getSession().invalidate();

         vReturn = false;       

       }

     }

     return vReturn;

  }

  public static ServletResponse initSSOLogin(HttpServletResponse response, String redirectURL,boolean force) throws Exception

   {

        //Reset response header

        response.reset();

        if (force){

          //Would not require user to re-authenticated if already authenticated.

          response.setHeader( "Osso-Paranoid", "true" );

        }else

        {

          //Force user to re-authenticate

          response.setHeader( "Osso-Paranoid", "false" );         

        }

        // Set return URL for Post login

        response.setHeader("Osso-Return-Url",redirectURL);

        //Send Dynamic Directive for login

        response.sendError(499, "Oracle SSO");

        return (ServletResponse)response;

   }

  public static ServletResponse initSSOLogout(HttpServletResponse response, HttpServletRequest request, String redirectURL) throws Exception

   {

      // Invalidate current session and all session objects and variable

      request.getSession().invalidate();

      // Set return URL for Post logout

      response.setHeader("Osso-Return-Url",redirectURL);

      // Send Dynamic Directive for logout

      response.sendError(470, "Oracle SSO");

      return (ServletResponse)response;

   }

}

web.xml 
<?xml version = '1.0' encoding = 'windows-1252'?>

<!DOCTYPE web-app PUBLIC "-//Sun Microsystems, Inc.//DTD Web Application 2.3//EN" "http://java.sun.com/dtd/web-app_2_3.dtd">

<web-app>

  <description>Empty web.xml file for Web Application</description>

  <servlet>

    <servlet-name>LoginProxy</servlet-name>

    <servlet-class>ssoproxy.LoginProxy</servlet-class>

  </servlet>

  <servlet>

    <servlet-name>LogoutProxy</servlet-name>

    <servlet-class>ssoproxy.LogoutProxy</servlet-class>

  </servlet>

  <servlet-mapping>

    <servlet-name>LoginProxy</servlet-name>

    <url-pattern>/loginProxy</url-pattern>

  </servlet-mapping>

  <servlet-mapping>

    <servlet-name>LogoutProxy</servlet-name>

    <url-pattern>/logoutProxy</url-pattern>

  </servlet-mapping>

  <session-config>

    <session-timeout>30</session-timeout>

  </session-config>

  <mime-mapping>

    <extension>html</extension>

    <mime-type>text/html</mime-type>

  </mime-mapping>

  <mime-mapping>

    <extension>txt</extension>

    <mime-type>text/plain</mime-type>

  </mime-mapping>

</web-app>

The ‘SSO Login Proxy and Logout Proxy Servlet Method’ provides more granular control with respect to how the PHP application flows after logging in and after logging out.

Which Method Should I Choose?

After reviewing both methods for SSO enabling your PHP pages, a logical question is “Which method should I choose?” or “Why would I choose the more complex solution over the simpler solution ?”  The answer to those questions depends upon how much control you require with respect to SSO. If all your application or page requires is basic protection, then the ‘PHP Proxy Method’ will meet your needs.  If your application requires the more granular control provided through the use of dynamic directives, then the second method ‘SSO LoginProxy and LogoutProxy Method’ would best meet your needs.  The second solution not only provides the flexibility of dynamic directives, but can extended or altered to meet a more customized set of requirements.  The first method works well, but does not provide a great amount of flexibility.   The first method also requires that a URL pattern be physically registered with mod_osso, while the second method does not.

Conclusion

This article presented two simple methods of SSO enabling a PHP page or series of PHP pages.  Both methods are built upon the idea of a proxy between the PHP page and mod_osso.  In theory, any scripting language (Perl, Python, ColdFusion) that can be deployed under OAS10g could use basically the same methods described in this article to interact with mod_osso and become SSO enabled.  Good luck and good coding.

Complete Code Listing

SSOUtils.php

<?php 

   function checkAuthenticated(){

      $SSO_REROUTE = "/php_apps/ssoreroute.php?p_redirect_url=";

      $SSO_USER    = getenv("REMOTE_USER");

      if (empty($SSO_USER)){

         header("Location: ".$SSO_REROUTE.$_SERVER['PHP_SELF']);

      }

   }

   function checkAuthenticatedProxy(){

      $SSO_REROUTE = "/ssoproxy/loginProxy?p_redirect_url=";

      $SSO_USER    = getenv("REMOTE_USER");

      if (empty($SSO_USER)){

         header("Location: ".$SSO_REROUTE.$_SERVER['PHP_SELF']);

      }

   }

   function ssoLogoutLink($RETURN_URL=""){

      $DONE_URL = "";

      if (empty($RETURN_URL)){

         $DONE_URL=$_SERVER['PHP_SELF'];

      }else{

         $DONE_URL=$RETURN_URL;

      }

      $SSO_LOGOUT_URL = "/osso_logout?p_done_url=".$DONE_URL;

      $LOGOUT_LINK    = "<a href=\"".$SSO_LOGOUT_URL."\">Click here to Logout</a>";

      return $LOGOUT_LINK;

   }

   function ssoLogoutLinkProxy($RETURN_URL=""){

      $DONE_URL = "";

      if (empty($RETURN_URL)){

         $DONE_URL=$_SERVER['PHP_SELF'];

      }else{

         $DONE_URL=$RETURN_URL;

      }

      $SSO_LOGOUT_URL = "/ssoproxy/logoutProxy?p_done_url=".$DONE_URL;

      $LOGOUT_LINK    = "<a href=\"".$SSO_LOGOUT_URL."\">Click here to Logout</a>";

      return $LOGOUT_LINK;

   }

?>

SSOReroute.php

<?php

//Redirect back to requested page.

header("Location:".$_REQUEST['p_redirect_url']);

?>
MyPage.php

Method 1:

<?php 

   include 'SSOUtils.php';

   checkAuthenticated();

   print("<h2>Welcome to Oracle PHP Single Sign-On</h2>");

   print("<table>");

   print("<tr><td>");

   print("SSO User=".getenv("REMOTE_USER")); 

   print("</td></tr>");  

   print("<tr><td>");

   print("SSO User DN=".getenv("HTTP_OSSO_USER_DN"));

   print("</td></tr>");  

   print("<tr><td>");

   print("SSO User GUID=".getenv("HTTP_OSSO_USER_GUID"));

   print("</td></tr>");  

   print("<tr><td>");

   print("SSO Subscriber=".getenv("HTTP_OSSO_SUBSCRIBER"));

   print("</td></tr>");

   print("<tr><td>");

   print(ssoLogoutLink());

   print("</td></tr>");

   print("</table>");

?>

Method 2:

<?php 

   include 'SSOUtils.php';

   checkAuthenticatedProxy();

   print("<h2>Welcome to Oracle PHP Single Sign-On</h2>");

   print("<table>");

   print("<tr><td>");

   print("SSO User=".getenv("REMOTE_USER")); 

   print("</td></tr>");  

   print("<tr><td>");

   print("SSO User DN=".getenv("HTTP_OSSO_USER_DN"));

   print("</td></tr>");  

   print("<tr><td>");

   print("SSO User GUID=".getenv("HTTP_OSSO_USER_GUID"));

   print("</td></tr>");  

   print("<tr><td>");

   print("SSO Subscriber=".getenv("HTTP_OSSO_SUBSCRIBER"));

   print("</td></tr>");

   print("<tr><td>");

   print(ssoLogoutLinkProxy());

   print("</td></tr>");

   print("</table>");

?>

LoginProxy Servlet
package ssoproxy;

import javax.servlet.*;

import javax.servlet.http.*;

import java.io.PrintWriter;

import java.io.IOException;

public class LoginProxy extends HttpServlet 

{

  private static final String CONTENT_TYPE = "text/html; charset=windows-1252";

  public void init(ServletConfig config) throws ServletException

  {

    super.init(config);

  }

  public void service(HttpServletRequest request, HttpServletResponse response) throws ServletException, IOException

  {

      String v_redirect_url = request.getParameter("p_redirect_url");

      try{

        if (!SSOUtilities.userLoggedIn(request)){

           SSOUtilities.initSSOLogin(response,v_redirect_url,false);

        }else

        {

          response.sendRedirect(v_redirect_url);

        }

      }catch(Exception e)

      {

        System.err.println(e.getMessage());

      }

  }

}

LogoutProxy Servlet

package ssoproxy;

import javax.servlet.*;

import javax.servlet.http.*;

import java.io.PrintWriter;

import java.io.IOException;

public class LogoutProxy extends HttpServlet 

{

  private static final String CONTENT_TYPE = "text/html; charset=windows-1252";

  public void init(ServletConfig config) throws ServletException

  {

    super.init(config);

  }

  public void service(HttpServletRequest request, HttpServletResponse response) throws ServletException, IOException

  {

      String v_return_url = request.getParameter("p_done_url");

      try{

        SSOUtilities.initSSOLogout(response,request,v_return_url);

      }catch(Exception e)

      {

        System.err.println(e.getMessage());

      }

  }

}

SSOUtilities Class
package ssoproxy;

import javax.servlet.http.HttpServletRequest;

import javax.servlet.http.HttpServletResponse;  

import javax.servlet.ServletResponse;

public class SSOUtilities 

{

  /*

   * The value returned by this function will be upper case

   */

  public static String getSSOUser(HttpServletRequest request)

  {

     return request.getRemoteUser();

  }

  /*

   * Set Session level SSO attributes containing user and subscriber information for

   * added security.

   */

  private static void setSessionLevelSSOData(HttpServletRequest request)

  {

    String username   = (String) request.getSession().getAttribute("APP_SSO_USER");

    String subscriber = (String) request.getSession().getAttribute("APP_SSO_SUBSCRIBER");

    //Sets values only if the current session values are null.

    if ((username == null)&&(subscriber==null)){

      request.getSession().setAttribute("APP_SSO_USER",request.getRemoteUser());

      request.getSession().setAttribute("APP_SSO_SUBSCRIBER",request.getHeader("OSSO-SUBSCRIBER"));

    }

  }

  /*

   * This function parses the the user DN and returns the value

   * of the username portion of cn=<username>

   */

  public static String getSSOUserCaseSensitive(HttpServletRequest request)

  {

     String user_dn = request.getHeader("Osso-User-Dn");

     //user DN = cn=<username>, .....

     return user_dn.substring(user_dn.indexOf("cn=")+3,user_dn.indexOf(","));

  }

  public static boolean isProtectedPattern(HttpServletRequest request,String pattern)

  {

     boolean v_protected = false;

     if ((request.getRequestURL().toString()).indexOf(pattern) > 0)

     {

       v_protected = true;

     }

     return v_protected;

  }

  public static boolean userLoggedIn(HttpServletRequest request)

  {

     boolean vReturn = true;

     String  ssoUser        = request.getRemoteUser();

     String  ssoSubscriber  = request.getHeader("OSSO-SUBSCRIBER");

     String  appUser        = (String) request.getSession().getAttribute("APP_SSO_USER");

     String  appSubscriber  = (String) request.getSession().getAttribute("APP_SSO_SUBSCRIBER");

     if (ssoUser ==null && ssoSubscriber ==null)

     {

       vReturn = false;

     //Set session level data

     }else{ 

         setSessionLevelSSOData(request);

     }

    //Second check to make sure session level data and mod_osso cookie data are same.

     if (appUser != null && appSubscriber != null){

       if (!ssoUser.equalsIgnoreCase(appUser) || 

           !ssoSubscriber.equalsIgnoreCase(appSubscriber))

       {

         //Session level SSO values do not match values obtained from mod_osso cookie

         request.getSession().invalidate();

         vReturn = false;       

       }

     }

     return vReturn;

  }

  public static ServletResponse initSSOLogin(HttpServletResponse response, String redirectURL,boolean force) throws Exception

   {

        //Reset response header

        response.reset();

        if (force){

          //Would not require user to re-authenticated if already authenticated.

          response.setHeader( "Osso-Paranoid", "true" );

        }else

        {

          //Force user to re-authenticate

          response.setHeader( "Osso-Paranoid", "false" );         

        }

        // Set return URL for Post login

        response.setHeader("Osso-Return-Url",redirectURL);

        //Send Dynamic Directive for login

        response.sendError(499, "Oracle SSO");

        return (ServletResponse)response;

   }

  public static ServletResponse initSSOLogout(HttpServletResponse response, HttpServletRequest request, String redirectURL) throws Exception

   {

      // Invalidate current session and all session objects and variable

      request.getSession().invalidate();

      // Set return URL for Post logout

      response.setHeader("Osso-Return-Url",redirectURL);

      // Send Dynamic Directive for logout

      response.sendError(470, "Oracle SSO");

      return (ServletResponse)response;

   }

}

web.xml for Proxy Servlets
<?xml version = '1.0' encoding = 'windows-1252'?>

<!DOCTYPE web-app PUBLIC "-//Sun Microsystems, Inc.//DTD Web Application 2.3//EN" "http://java.sun.com/dtd/web-app_2_3.dtd">

<web-app>

  <description>Empty web.xml file for Web Application</description>

  <servlet>

    <servlet-name>LoginProxy</servlet-name>

    <servlet-class>ssoproxy.LoginProxy</servlet-class>

  </servlet>

  <servlet>

    <servlet-name>LogoutProxy</servlet-name>

    <servlet-class>ssoproxy.LogoutProxy</servlet-class>

  </servlet>

  <servlet-mapping>

    <servlet-name>LoginProxy</servlet-name>

    <url-pattern>/loginProxy</url-pattern>

  </servlet-mapping>

  <servlet-mapping>

    <servlet-name>LogoutProxy</servlet-name>

    <url-pattern>/logoutProxy</url-pattern>

  </servlet-mapping>

  <session-config>

    <session-timeout>30</session-timeout>

  </session-config>

  <mime-mapping>

    <extension>html</extension>

    <mime-type>text/html</mime-type>

  </mime-mapping>

  <mime-mapping>

    <extension>txt</extension>

    <mime-type>text/plain</mime-type>

  </mime-mapping>

</web-app>

Getting More Information

Links

Download PHP software and documentation at http://www.php.net.
Getting started with Oracle and PHP by Sean Hull (http://otn.oracle.com/oramag/webcolumns/2003/techarticles/hull_php.html)
Fast Track To Single Sign-On by David Jason Bennett (http://otn.oracle.com/oramag/webcolumns/2003/techarticles/bennett_sso.html)
Oracle Open Source Developer Technology Center (http://otn.oracle.com/tech/opensource/index.html)
Download Oracle Application Server (http://otn.oracle.com/software/products/ias/devuse.html)
Download Oracle Application Server Security Documentation (http://otn.oracle.com/docs/deploy/security/index.html)

Jason Bennett (David.Bennett@oracle.com) is a Technical Manager with Oracle Government, Education, and Health Consulting (http://www.oracle.com/consulting/offerings/Industries/index.html?content.html) specializing in Internet Technologies with over nine years of experience with Oracle technologies.
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